Math373 Test 3

April 4, 2014
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Directions: Show all work, including fast power and extended Euclidean algorithm work, unless
directed otherwise. No credit for answers without work.

1. Alice and Bob use the ElGamal cryptosystem to exchange messages with p = 383 and g = 212.
Bob selects b = 8 as his private key and Alice publishes A = 74 as her public key.

(a) |7 points] What is Bob’s public key? 2 _ 2= )
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(b) [9 points] Bob wishes encrypt the message m = 144 and send to Alice. He chooses
k = 18 as his ephemeral key. What ciphertext should he send to Alice?
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(c) [;points] Alice encrypts a message with Bob’s public key and sends the ciphertext
(5,211) to Bob. Find Alice’s message to Bob.
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2. [5 points] Place the following six functions in order so that if f(x) proceeds g(z), then
f(z)

O(g(z)). You do not need to show your work.
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3. Use Shanks’s Algorithm to find an z such that 2* = 120 (mod 223)

(a) [8 points] Compute List 1 from Shanks’s Algorithm. Show detsilsfor—yeourfirst—two -
wfties; no details needed for the others. Hint: the order of 2 in Fo93 is 37

n=[ 7 [=7

[8 points] Compute List 2 from Shanks’s Algorithm
-detect d collisieh with List<t.
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(c) [4 points] Use (a) and (b) to find a solution z
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4. Let M = 940. Note that the prime factorization of M is M = 22.5 - 47.

(a) [5 points] According to the Chinese Remainder Theorem (CRT), 812 in Zj; corresponds
to a list (a,b,c) where a € Zy, b € Zs, and ¢ € Z47. What is this list?

. [ _ P . - -
(862 Wty LT/ \({{Z need \5’/ 02 !/(/\JT) L/—?> p—

(b) [20 points] Solve the following system of congruences.

r=2 (mod 4)
z=1 (mod 5)
r =43 (mod 47)

o~
=
e
PR
{
~

| — AR .
e P R

| | | 4720047 | 1= 770k
< g4 | 2385 | @9)7=3"-3

A % 20 = 2716 ':7,](20'2’ﬁ
2 S| 1gg w32 | ) A =3.7- 120
. . ? — 247 - J) - k2
Y || 47 | 20 |t | 43 ) e
. 7‘ ,,_'7 §§ 2347 <00

Medle Wiﬁ@ (-7)
T ) - ) ~ Q] 3
xz 23:2% 4+ [ 2138 T




Math373 Test 3 April 4, 2014

5. [10 points| Let d and m be positive integers such that d divides m. Prove that if a = b
(mod m), then a = b (mod d).
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6. [15 points] Solve for z in 7 = 2 (mod 161). Hint: 161 = 7 - 23.




